Cloneen Sperts and Secial Club
N

Access Control System - Policies and Procedures (ver.2015/01)

INTRODUCTION:

Cloneen Sports & Social Club provides a range of facilities to the local community.

However, Cloneen Hall is not manned on a continuous basis. In order that members can
access our facilities we have installed a state-of-the-art Access Control System, consisting of;

Key fobs for members requiring out-of-hours access.
Fob Reader and control box at main entrance gate.
Automated gates on roadway leading into Cloneen Hall.
Fob Reader and control box on main door.

Access control PC and software.

OBIJECTIVE:
Access Control System at Cloneen Hall and Car Park is designed to;

Allow secure and convenient access to Cloneen Hall.
Enhance personal safety for members, staff and volunteers.
Protect the physical assets of the Club.

Facilitate timely access in case of emergency, by allowing unrestricted access by
third parties, such as police, fire service and selected maintenance personnel to all
areas for reasons of security, health and safety.

All other issuance of fobs is based upon current Cloneen Sports & Social Club Policy
and Procedures.

Access Fob - Controls

When possible the automated main gate will be open daily from 9:00am to 10 pm.
These times are subject to change at any time. Members should always carry their
Access Fob in the event that the main gate is closed for security reasons. The main
gate can only be opened with a valid fob.

The main door will always be locked i.e. have Access Control in place, except for
those events nominated by the Club Committee e.g. concerts, plays etc

Access Fob will be required to gain entry at all other times.



At present only the main gate and main door are fitted with access readers.

In order to enter the main door using a fob, place your fob within three inches of the
door reader to activate it. The reader will emit a beep. If your fob has been
programmed to allow access at that time, a green light will appear on the reader's
face and the door handle. Once the green light turns on, the door will unlock for five
seconds. Enter when green light is displayed.

To exit via Cloneen Hall main door — push red safety bar outward. To exit main gate —
push the button on the right hand side panel. Note: Access Key Fob is not required to
exit our facilities.

FOB ACCESS and AUTHORIZATION

Access Fob - Policies and Procedures

KEY POLICY BASICS

1.

All members will be assured access to Cloneen Sports & Social Club. As access fob
holders, members will assume responsibility for the safekeeping and eventual return
of access fob.

Access fobs will not normally be issued to junior members, except as authorized by
Club Committee in conjunction with guardians, who may authorize a temporary fob
to a junior member, and will assume full responsibility for the fob's retention and
use.

Lost or stolen fob fobs will not be replaced until a written report has been filed with
Club Committee. A charge of €10.00 will be levied for replacement of any lost or
stolen fob. Lost or stolen fobs will be disabled on our Access Control System, which
renders those fobs useless.

CHARGEABLE/NON-CHARGEABLE FOB ISSUES

1.
2.

A deposit of €10 for an original fob issued to a member is chargeable.

Broken or worn fobs will be replaced without charge. Original access fob parts must
be returned to the Secretary, Cloneen Sports & Social Club, who will be disable the
access fob on our Access Control System.

Replacement of lost/stolen fobs or failure to return assigned fobs will result in
charges/forfeit of deposit by the member identified as the fob assignee.

Members who fail to return fobs when requested will forfeit their deposit and the
fob will be disabled.

An invoice will be processed for the appropriate amount as stated above.



ACCESS FOB ISSUANCE

1. Only those members wishing to gain access to the Club’s facility will be issued access
fobs.

2. All requests must be submitted in writing on a ACCESS FOB REQUEST FORM or by
selecting the appropriate section on our Membership Form.

3. The member who is being assigned the access fob should collect the fob.

4. 1D may be required to obtain the fob.

Fob Storage & Care

Safety Concerns: There are no safety concerns. However, due to the shape of the fob,
please make sure that young children do not have access to the fob. Please attach to a
keyring etc and do not leave the fob in a car where children may have access.

Fob Access Policies and Procedures

10.

11.

If a fob recipient wishes to make changes to their access privileges, they must
obtain written approval via signature.

Only one fob may be active for an individual at a time.

If a fob is lost or stolen, please notify the Secretary as soon as possible, so that
the fob can be deactivated. Please do so even if there is a chance the fob will be
found. It is easy to reactivate a fob that turns up later.

If your fob does not work when it is suppose to, please inform the Secretary of
your access difficulties as soon as possible.

Do not try to open the fob. This will render the fob inoperable.

Do not affix anything to the fob. These fobs are meant to be reused by others in
the future.

Do not wash the fob, as this might demagnetize it and the fob will have to be
reissued.

All fobs issued through this authorization process are considered property of
Cloneen Sports & Social Club.

Fobs are not to be left unattended on desks, in door locks, or carried in such a
manner as to be susceptible to loss or theft.

When members, staff, or committee members leave a building after hours, the
exterior door lock must be set to prevent unauthorized access. If the door does
not close or lock properly, notify the Secretary or Chairman at 087-7587913.

Do not prop doors open for an extended period of time.



12. Fob requests should be made before 3:00 p.m. Monday through Friday to ensure
that they will be ready the following business day.

Fob Access Policies and Procedures

FOB RETURN ISSUES

Fobs are to be returned when a member terminates or does not renew their membership,

A FOB RETURN FORM is completed, signed and submitted to the Committee, along with the
returned fobs.

FOB TRANSACTIONS AND FORMS

Fob Request Form

Requests for fobs are submitted in writing on the FOB REQUEST FORM. Forms may be
obtained from the www.cloneenhall.com site. After the form has been completed and the
appropriate signatures of authorization obtained, the form is sent to the Committee for final
approval and fob issuance.

Fob Return Form

Return of Club fobs is documented by completing the FOB RETURN FORM. Members leaving
the Club will record fob returned and sign the form.

No Duplication or Unauthorized Transferring of Fobs

¢ No person may duplicate a Cloneen Hall fob or request unauthorized duplication of a
fob.

¢ No person may transfer any Cloneen Hall fob from an individual entrusted with the
fobs possession to an unauthorized person, or be in unauthorized possession of a
Cloneen Hall fob. Fobs in the possession of an unauthorized person may be
confiscated.

e No person shall replace without proper permission, damage, tamper with or
vandalized a Cloneen Hall lock or security device.

The following acts are examples of violations of the key policy:
* Loaning keys
e Transfer of keys without authorization
e Unauthorized duplication of keys
e Altering keys, locks or mechanisms, installation of padlocks on Club spaces
e Damaging, tampering or vandalizing any Club lock or hardware
* Propping doors open
e Admitting unauthorized person(s) into the building

e Failure to return a key when requested by the Club Committee or terminating
membership of the Club.

e Failure to report missing fobs.



